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1. Introduction 

1.1. Purpose 

This document describes the application which will be designed in the field of eHealth 
dealing with mobile and personal communication services to validate the developed 
middleware for P2P embedded systems in the SMEPP project. 
 
Nowadays, the social networking and Telecom services are so important because the 
physical distance does not prevent the contact between family members and friends. It is 
thus necessary to facilitate these new communication channels by developing new 
protocols and applications that are overall user friendly, easy to install and not demanding 
in terms of device capabilities. 
 
Today's society needs the creation of new Social and Health Platforms that fulfil the 
requirements of a wide variety of user profiles, from elderly people down to young 
children. This platform offers useful capabilities to open up new opportunities for e-Health 
care, improving illness prevention, facilitating chronic disease management and promoting 
user trust for the elderly people living alone at home on new ICT services… 
 
The interaction and evolution of home Telecare with smart home technologies, and 
advanced communications services into the home may lead to an increased capacity for 
self-management through improved education and enhanced perceptions of personal 
security and safety. As home Telecare technology evolves, data collected at home, 
hospitals, or even in our daily life and activities, may be analysed and used to help better 
coordinate the delivery of healthcare services. 
 
The proposed application is compatible with a previous social and healthcare service 
platform developed by Telefonica I+D called SeguiTel. It handles effective and new means 
of communication and e-Health care services for all sorts of users in different scenarios (at 
home or outside). The main principle relies on the fact that all connected devices belonging 
to a given user (in a wide sense taking into account families for example) can be 
considered as a peer in a P2P network that may be grouped in order to build a community 
and form a given service... The purpose is to enable peers to communicate in different 
ways using the applications that are built over the SMEPP middleware. The latter must be 
easy to use, install and manage. 
 

1.2. Audience 

The audience for this document includes project managers, system analysts, system 
designers and testing engineers. 
 

1.3. Related Documents 

This document is linked to deliverable D1.3 titled “Applications Requirements”, where the 
scenarios have been defined. The application has to be able to validate all basic principles 
proposed by the SMEPP middleware. 
 



SMEPP IST-033563 10/11/2008 

D6.2 – Design and implementation of mobile telephony application 6 of 30 

1.4. Structure of this Document 

This document consists of 9 sections. The document begins with a brief introduction about 
the purpose of this deliverable. The project objectives are described briefly in section 2 to 
highlight the guiding principles of the SMEPP applications. The developed e-Health 
application insuring home and mobile communications is explained in section 3, i.e., the 
services implemented for the proposed system, their needs and objectives. The different 
use cases are described through sequence diagrams in section 4. The architecture of the 
improved e-Health platform is shown in section 5. The following section explains the 
design of the software components and how they contribute to build the needed services. 
Section 7 includes the main implementation decisions taken. Section 8 is a summary 
including the main results and conclusions of the application development process. The 
glossary is inserted in section 9. 
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2. Overview 

2.1. Purpose of the Project 

Embedded Peer-to-Peer Systems (EP2P) have brought about an important revolution in 
distributed computing paradigms. The roles of client and server, which are the basis of the 
most widely used distributed computation models, are disappearing, so EP2P systems 
represent a new challenge in the development of software for distributed systems. The new 
scenario entails an improvement due to the fact that the mechanisms of communication are 
not based on pre-existing infrastructures, but rather on dynamic ad-hoc networks among 
peers and all the elements of the network are symmetrical. At the same time, short distance 
wireless communications represent important technological challenge and the recent 
technological advances in this field have opened up new areas of application. The main 
disadvantage that wireless systems involves is the extremely vulnerability against any type 
of internal or external attacks, due to resource constraints, lack of tamper-resistant 
packaging, and the nature of open and public communication channels. [1] 
 
One way to solve all these problems is to abstract them using a convenient. This 
middleware should hide the complexity of the underlying infrastructure while providing 
open interfaces to third parties for application development. Due to the disappearance of 
the roles of client and server, other critical requirements appear (mobility, new security 
problems, discovery and localization protocols, new quality of software criteria, etc), so the 
development of the new middleware is challenging. The main objective SMEPP is to 
develop a new secure and generic middleware, based on a new network centric abstract 
model for EP2P systems. Its suitability will be demonstrated by the development of two 
real-life applications in the domains of Environmental Monitoring in Industrial Plants and 
Mobile Telephony. [1] 
 

2.2. Scope of the Project 

EP2P systems represent a new challenge in the development of software for distributed 
systems. P2P systems have brought about an important revolution in distributed computing 
paradigms, now that the roles of client and server, which are the basis of the most widely 
used distributed computation models, are disappearing. This scenario consists of systems in 
which all the elements of the network are symmetrical and, in most cases, the mechanisms 
of communication are not based on pre-existing infrastructures, but rather on dynamic ad-
hoc networks among peers. At the same time, the recent technological advances in short 
distance wireless communications and embedded systems have opened up new areas of 
application, where small, low-powered, low-cost systems collaborate in the processing and 
management of information using wireless channels. [1] 
 

2.3. Objectives and Success Criteria of the Project 

The main objective SMEPP is to develop a new secure and generic middleware, based on a 
new network centric abstract model for EP2P systems. It must be adapted to the above 
described scenario, trying to solve the main problems described. The middleware have to 
be secure, generic and highly customizable, allowing for its adaptation to different devices 
(from PDAs and new generation mobile phones to embedded sensor actuator systems) and 
domains (from critical systems to consumer entertainment or communication)[2]. Two 
different innovative real-life applications in the domains of e-Health involving Home and 
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Mobile Communications and Environmental Monitoring in Industrial Plants will be 
developed to demonstrate its suitability.  
 
SMEPP self-assessment is implemented at two different levels. In a first level, each of the 
project objective areas are evaluated at the end of each project iteration. The second level 
of self-assessment is used to evaluate all the middleware components and associated tools 
during the development of the applications and with respect to the concrete objectives and 
characteristics established in the requirement phase of the project. It is done by an 
independent validation task, which will assess the project success in a global manner. This 
task is included in a separate validation Work-Package (WP6).  
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3. Application Description: Mobile Personal Context 

Aware Communication Services 

3.1. Introduction 

Telefónica believes that eHealth services in the context of residential users are one of the 
main pillars for the development of the Digital Home concept. The introduction of eHealth 
services is facilitating access to healthcare, whatever the geographical location may be of a 
user, thanks to innovative telemedicine and personal health systems. EHealth is also 
breaking down barriers, enabling health service providers from different Member States to 
work more closely together. 

  
New eHealth tools and systems promise great improvements in efficiency, and open up 
new potential treatments and improved patient welfare. However, cultural acceptance of 
new methods of treatment may take time. Healthcare services dealing with user’s safety 
and welfare is of paramount importance. But healthcare organisations and professionals are 
often reluctant to implement new e-Health services that may result on a loss of user trust 
and insecure handling of medical data. Furthermore, this reluctance is usually accompanied 
with other problems such as technical barriers, lack of appropriate legal frameworks or 
certainty and insufficient financial support. Moreover, eHealth and remote monitoring is 
still not integrated into mainstream healthcare practices despite of its potential for 
improving health care outcomes and effective use of resources, and of the enormous   
efforts being done by the governments, industry and academia. This can be seen analysing 
their relatively low utilisation in the market and success rate in many fields. 

 
The proposed application is compatible with a social and healthcare service platform 
developed by Telefonica I+D called SeguiTel. This platform allows the provision of 
several Telecare services following a client/server architecture. Users are registered and 
can subscribe to different services depending on their profile, needs and available 
infrastructure at home. A residential gateway has to be connected at home via ADSL to the 
Service Provider (SP). The main disadvantage is that if there is any problem in the 
connection between the residential gateway and the SP server, the user will not be able to 
run most of the services. The platform relies on the “always on” paradigm. Through 
SMEPP, the stakeholder chain will be enriched by introducing as care takers (Service 
Providers) members of the family or friends within the Telecare services and by 
considering mobile scenarios out of home. 
 
The current system offers different services like: 

� Videoconference for tele-consulting 
� Alarms handling and communication (emergency, technical and surveillance 

alarms at home, fall, inactivity …) 
� Vital parameters reading, monitoring and communication: sensors are used for the 

follow-up of vital parameters (temperature, weight, breathing, electrocardiogram, 
blood pressure, spirometry…) 

� Telesurveillance 
 
Now the idea is to offer similar services trying to enrich their characteristics and 
possibilities by using the SMEPP technologies. This can be possible enhancing the actual 
architecture by introducing services that will follow a P2P architecture and related 
principles.  

 



SMEPP IST-033563 10/11/2008 

D6.2 – Design and implementation of mobile telephony application 10 of 30 

3.2. Necessities 

SeguiTel follows a client/server architecture; it is known that this kind of implementation 
has several disadvantages that could be solved using a P2P system. 

 
The first reason to use SMEPP technologies to improve our current system is that 
centralized systems tend to collapse if the number of users is too high. However, P2P 
systems do not have this problem. SeguiTel wants to enhance people’s life by creating a 
wider network of users or peers where they could find many other users with the same 
problems or interests, so the greater the number of users is considered, the better the 
service will be offered; that is the reason why a system that could hold and manage a big 
number of users is needed. Moreover, SMEPP technologies bring high availability to our 
application: there is no problem if a peer is down; there are many other peers that can 
support the service. 

 
A P2P network uses diverse connectivity means between participants in a network and the 
cumulative bandwidth of network participants rather than conventional centralized 
resources, where a relatively low number of servers provide the core value to a service. In 
this way resources are used more efficiently and the load is balanced among all the peers 
reducing network collapse probabilities. 

 
One of the proposed services to develop for SeguiTel is the navigation through the groups, 
showing, in the user interface, the nodes/peers with direct connectivity and the services 
offered to the network [3]. A P2P network, like SMEPP offers, allows connecting and 
disconnecting peers and there is no need to restructure the network architecture.  
 
Another advantage of the P2P networks use in SeguiTel, is that users can be localized 
through any of their personal P2P devices. The system can always know which peers are 
online. 
 
Furthermore, peers are able to communicate to each other without a transitional system. 
This feature could be very profitable towards the services offered by our application. A fast 
response can be of utmost importance in cases of extreme urgency, and not having a 
transitional system can significantly reduce the time in which the alarms are reported. 
 
It is important to notice that SeguiTel tries to make our lives more comfortable and safer, 
thus the services to be offered should be very instinctive and easy to use by all kind of 
users; SMEPP plays a very important part at this point because the complexity of 
communication protocols and mechanisms is hidden to the application developers offering 
an abstraction layer with clear APIs [4]. 
 
To sum up, the SMEPP middleware provides all the components SeguiTel needs to obtain 
an efficient and useful application. [4] 
 

3.3. Objectives 

E-health related activities are becoming indispensable for an ageing society where medical 
treatments are becoming more and more advanced. People live longer, so prolonged 
medical care for elderly people, the costs of managing chronic diseases, and the increasing 
demand by citizens for better quality healthcare or social integration are increasing 
demands. 
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On the other hand, we want to be more independent, while maintaining a close relationship 
with our loved ones, just as establishing new virtual relationships; hence we have to make 
easy to reach all communication channels and services. 
 
New technologies are more present than ever before in our daily lives, making easier to 
transfer the advantages they bring to the way in which medical care is provided. It is 
possible to improve health and disease management by creating a Social and Health 
Platform where people find support from others living in the same situation, besides having 
permanent contact with their own doctor, relatives and friends. 
 
To be able to commercially exploit SMEPP successfully throughout Europe, we must be 
aware of the different social structures and health systems that exist on the continent 
elsewhere.  
 
The SMEPP middleware will provide tools for allowing developers to design and 
implement advanced solutions. Another key factor in the design is to consider user’s 
relatives and friends or other people with similar profiles to provide remote services, 
allowing any device or user in the network to act as a service provider. In this way, it is 
easier and cheaper to deploy services and the user feels more comfortable when his/her 
own son or daughter attend his/her needs. Furthermore, there can be a social or health care 
centre in the network (with healthcare professionals) to provide advanced services covering 
for emergency situations that are vital for the user and that cannot be handled by others. 
Then depending on the context, a message can be delivered and attended selectively in the 
network.  
 
The main objective is to contribute for a longer permanence of “sick” or more vulnerable 
people in their preferred environment (home normally), avoiding higher personal, social 
and economic costs caused by hospitalisation or confinement in care centres. Another 
objective is to provide means for facilitating contact of the customer with their family and 
social environment by ensuring immediate intervention in emergency situations, or to 
provide medical security and contribute decisively to avoid unnecessary admissions in 
residence centres. It will also be a good application for anyone who is interested in 
belonging to a social network to interchange needs, doubts, worries, interests, knowledge, 
ideas, information, etc. [4] 

 

3.4. Proposed System 

The goal is to improve SeguiTel considering the user’s residential gateway and any other 
user’s devices as a peer in a P2P network. Both telecared users and their relatives can work 
as a peer and can share services between them. They can create user groups depending on 
their service profiles (diabetics, pregnant / post-natal women, renal patients, Alzheimer’s 
patients’ relatives, elders, any chronic illness, handicapped people…) to share experiences 
or any helping material (videos, courses, etc.). Then, groups will be constituted by users 
depending on their interests. Members of the same family will also create their own group 
with all their relatives and friends. The target is to provide a service where every 
stakeholder or user can also play the role of service provider by sharing files, by being able 
to communicate with others, etc.  
 
The main requirements of the proposed services are: 

� The system will be able to spread alarms through the P2P network, through 
different network topologies and several nodes, until it reaches the best receiver, 
even if it lies behind a firewall. 

� SMEPP middleware will provide confidentiality, integrity and authenticity on the 
transmitted data. A message sent by a peer through a WiFi connection, for 
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example, may get to a Bluetooth device passing through several intermediate 
nodes, without compromising its content and information. 

 
The proposed services to develop in SMEPP for SeguiTel are: 

� Alarm notification to family/friends group: After an emergency alarm, the 
system spreads an alarm message to the online peers of the family/friends group. 
Even if there is more than one online peer, using the P2P localization function, the 
alarm could be received by the nearest peer. 
If there is no peer from the group online, the system can send the alarm message to 
the Telecare Centre, guaranteeing always the reception of the message. In this 
case, the Telecare Centre Server can be considered other peer in the P2P network. 
The alarm message can enclose only text, text and image (e.g. the image of the 
nearest camera to the user when the alarm was provoked at home), text and video, 
or user vital parameters readings… depending on the capacities of the receiving 
device. 
This service, as it transmits confidential data, will need authentication middleware 
functions to avoid an intruder device to receive the alarm without belonging to the 
family/friends group. Additionally, the confidentiality and integrity are required in 
the transmitted data. 

� Emergency alarm from a mobile device: New devices, like PDA or mobile 
phones, can include the emergency alarm generation function. That way, users can 
generate alarms wherever they are. Furthermore, it is possible to include the 
localization coordinates in the message, to know where the user is.  

� Tele-consulting: images/videostreaming/videoconference: An important 
improvement in SeguiTel will be the possibility of tele-consulting, because the 
current videoconference service does not have the quality demanded by telecared 
users and doctors. The proposed application will allow sending fixed images 
(photo); videostreaming (for example, to check an injury status); or, being more 
ambitious, by providing a videoconference service with bidirectional video and 
audio.  
On the other hand, the videoconference service can be made available not only to a 
supervisor user (doctors) in a Telecare Centre, but also to every SeguiTel user. 
SMEPP can provide videoconference between users within the same group thanks 
to the P2P technology. Users can use different kind of peers, for example, a laptop 
and a mobile phone. 

� Chat: This application can be considered as a value added service to SeguiTel 
because any user can ask for some advice or recommendation to other people with 
the same problems. Generally people will have more confidence in exchanging 
information with others that are on the same or similar situation. This will certainly 
decrease the number of queries to specialists on the SP side (doctors, nurses…). 
Any peer in the group can give some good advice or answer with his/her own 
experience. 
The basic functionality will be a simple P2P chat, but multiple chat and, even, 
forums could be studied. 
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4. Use Cases 

4.1. Send and Attend Alarm 

This use case allows Peers to send an alarm to the rest of the peers who belong to the same 
group. This is done through a call to the Notification module. The peer must be registered 
correctly in order to be able to send the alarm. When the source peer sends the alarm, the 
rest of the peers of the same group receive it. Only the first peer that accepts the alarm will 
be the one attending the alarm. The Doctor’s application interface cannot send alarms, it 
can only attend them. 

 

 
Figure 1: Send and Attend Alarm Sequence Diagram 

 
 
Preconditions: 

• The peer has to be registered correctly in the group.  
 
Postconditions: 

• The alarm is sent. Only the first peer that accepts the alarm can attend it. 
• The peer that sends the alarm and the peer that accepts it can use the available services in 

the application. 
 
Alternative Flow 1: Nobody attends the alarm 
Preconditions: 

• The operation to send a notification is called by the Send Alarm Worker. The Notification 
Service Access sends a Query, but there is not any peer in the group that can attend it. 

Flow: 
1. The flow starts after step 8 of the basic flow. 
2. The Notification Service Access module returns STATUS_ALARM_NOTASSIGNED. 
3. The interface X shows the panel to send the alarm again. 

Postconditions: 
• The alarm is not attended. 
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Alternative Flow 2: Peers rejected 
Preconditions: 

• The Notification Service Access sends a Query. Peers of the group attend the Query. The 
Notification Receiver module of each peer sends a Query to the source peer. The Send 
Alarm Worker module of the source peer rejects the request because other peer got the 
alarm’s assignment before. 

Flow: 
1. The flow starts after step 20 of the basic flow. 
2. The Send Alarm Worker module returns false. 
3. The peer Y shows the panel to send the alarm again instead of the panel to attend the 

alarm. 
Postconditions: 

• Peers rejected cannot attend the alarm. 
 

4.2. Request Photo 

This use case illustrates the use of the primitive requestPhoto to request a photo to the peer 
that sent the alarm. This is done through a call to the RequestPhotoService module. This 
module looks for the last photo stored in the photo’s directory, as it is the last photo made. 
This photo is sent to the peer that requested it and it is displayed on the screen. 

 

 
Figure 2: Request Photo Sequence Diagram 

 
 
Preconditions: 

• A communication must exist between the peer that requests the photo and the peer that 
sends it. 

 
Postconditions: 

• The photo is sent. It is displayed on the screen of the peer that requested it. 
 
Alternative Flow 1: Not Photo found 
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Preconditions: 
• There is not photo 

Flow: 
1. The flow starts after step 11 of the basic flow. 
2. The Request Photo Service module returns null instead of the image. 

Postconditions: 
• The peer receives the Attention Panel instead of the image 

 

4.3. Request Biometric Data 

This use case illustrates the use of the primitive requestDBio to request the Biometric 
data’s peer that sent the alarm. This is done through a call to the RequestDBioService 
module. This module picks the biometric data’s peer and then they are sent to the peer that 
requested them. 

 

 
Figure 3: Request Biometric Data Sequence Diagram 

 
 
Preconditions: 

• The peer that requests the Biometric information and the peer that sends them must be 
connected. 

 
Postconditions: 

• The Biometric data is sent. They are displayed on the screen of the peer that requested 
them. 

 
Alternative Flow 1: No Biometric data found 
Preconditions: 

• The peer has not filled in the biometric data form. 
Flow: 

1. The flow starts after step 9 of the basic flow. 
2. The RequestDBioService module returns null instead of the biometric data. 

Postconditions: 
• The peer receives null instead of the biometric data. 
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4.4. Chat 

This use case allows peers to start a chat conversation. Both peers must be connected in 
order to request a chat. This is done through a call to the Notification module. The source 
peer creates a chat message. A notification is sent to the receiver peer with the message. 
The message is displayed on the receptor peer’s chat screen. When a new message is sent, 
the screen of each peer is updated. 
 

 
Figure 4: Chat Sequence Diagram 

 
 
Preconditions: 

• The peer that requests a chat conversation and the receptor peer must be connected. 
 
Postconditions: 

• Both peers can send messages through the chat screen.    
 
Alternative Flow 1: Receptor peer disconnected 
Preconditions: 

• The source peer sends a chat message. A notification is sent to Notification Service Access 
module with the message. 

Flow: 
1. The flow starts after step 11 of the basic flow. 
2. The Notification receiver module returns null because the receiver peer is disconnected and 

it can not attend the query. 
Postconditions: 

• The message is not received by the addressed peer. 
 

4.5. VoIP 

This use case allows peers to start a VoIP conversation. Both peers must be connected in 
order to request the VoIP service. This is done through a call to the VoIP Service module. 
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The source peer requests a connection with a receiver peer. The VoIP Service of the source 
peer sends to the VoIP Service of the receiver peer a query. This returns the socket’s 
description of the receiver peer and requests the socket’s description of the source peer. 
Both peers create the sockets. Now they can send voice in both directions. 

 

 
Figure 5: VoIP Sequence Diagram 

 
 
Preconditions: 

• The peer that requests the VoIP’s conversation and the receiver peer must be connected. 
 
Postconditions: 

• Both peers can talk.    
 
Alternative Flow 1: Invalid Call 
Preconditions: 

• The source peer requests a connection. 
Flow: 

1. The flow starts after step 6 of the basic flow. 
2. The VoIP Service module of the receptor peer returns null instead of his socket description. 

Postconditions: 
• The VoIP Service module of the source peer returns false when it tries to create the 

connection. 



SMEPP IST-033563 10/11/2008 

D6.2 – Design and implementation of mobile telephony application 18 of 30 

5. High Level Architecture 

SeguiTel is a client/server application and this architecture must be kept to manage several 
services, such as billing, CRM, security... However, the SMEPP technology adoption will 
add value to SeguiTel, improving some services considerably and adding new ones. 
Therefore, the basic SeguiTel architecture will be maintained, but the whole architecture 
will be enriched with P2P services and a brand new communication infrastructure. 
 
 

 
Figure 6: High Level Architecture 

 
 

In addition, the architecture shown above, will demonstrate the middleware capacities of 
node auto-organization and the availability of various communication paths between 
nodes, even without having direct connectivity.  
 
As can be seen in the picture, the e-Health high level service architecture will consider 
heterogeneous networks with a wide range of devices: PDAs, smart phones, laptops, PCs, 
Set Top Boxes, SeguiTel’s Servers, Residential Gateways, etc. 

 
The nature of the physical networks interconnected will be widely open. There will be a 
variable number of HANs (Home Area Networks) with access to the Internet through one 
RG (Residential Gateway) and an ADSL connection. Moreover, some devices (peers) will 
directly access the network by other means (PDA, smart phones or laptops accessing via 
WiMAX, GPRS, UMTS…).  
 
There will be SeguiTel Servers directly connected to the Internet too, in order to offer other 
peers SeguiTel’s Services. 
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Inside every HAN, a set of devices belonging to telecared users and to telecared users’ 
relatives will be present. These devices will be connected between themselves and to the 
RG, creating a HAN that may contain different PANs (Personal Area Network) and ad-hoc 
networks based on technologies like WiFi, Bluetooth, Ethernet, etc. 

 
Based on this infrastructure, all these devices and servers will create a P2P Network in 
which every device will act as a peer, and will interact with others by means of the SMEPP 
middleware. 

 
In addition, peers will create groups, independently of their physical location, point of 
access to the network or access technology. Every peer will belong to certain groups but 
not to others, being able to be connected to more than one group at the same time. Groups 
will be organized in a hierarchical way. 

 
The RG, due to its privileged location in the P2P network, will be able to act as a firewall 
for the peers belonging to a given HAN and to make special tasks, such as, group 
authentication, distributed configuration persistence and billing. 
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6. Design of the Software Components 

Recently, software component based technology, which is based on building software 
systems from reusable components, has attracted the attention of the software designer 
community because it is capable of reducing development costs. In a narrow sense, a 
software component is defined as a composition unit, and can be independently reused in 
the form of an object code without having  source code associated to it.  
 
The design of the application is based on the Component-based software engineering 
paradigm. Component-based programming can facilitate the implementation and 
maintenance of complex software systems. The reuse of components reduces the execution 
time of the application. This improves the real-time performance overall, needed in 
Telecare systems. 
 
Software components of the system have been designed to follow a layer model. Each 
component has a position in the overall structure. In this case, we can distinguish five 
component classes: 
 

� Graphical Interface: This is the component that interacts with the user. The 
user sends and receives information through it. There are two types of 
graphical interfaces depending on the kind of user. If the user is a doctor, the 
developed interface only can attend the alarms from the rest of peers. Doctor’s 
interface cannot send alarms. 

� Application: It is the main program. It manages all the services offered by the 
system.  It makes transparent to the users all processes related to request 
management. 

� Client: It is an instance of the client software. It can send data requests to a 
server and wait for the replies. Each client instance knows how to 
communicate with a particular service, which was published by another peer. 

� Service: It can accept requests, process them, and return the requested 
information to the client.  

� Middleware: It is a computer software that connects software components, 
clients and services. The software consists of a set of enabling services that 
allow multiple processes to interact across a network. It abstracts the users 
from the problems pertaining to communication.  

 
The SMEPP architecture is based on a P2P technology. Therefore each device or instance 
of the program can simultaneously provide and use services. This is because all peers have 
equivalent responsibilities and status.  
 
It is important to notice that the developed application is independent of the middleware 
used. It is able to work on any kind of middleware: JXTA, SMEPP, or any other. 
 
Then the procedure is (see Figure 7: SMEPP Layers): 
 
- An user generates an event through the graphical interface. 
- This event is received in the application. 
- The application creates a client instance that requests information to the service instance. 
- The client and the requested service communicate using the middleware. 
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Figure 7: SMEPP Layers 
 
 

The class diagram of the developed application is shown in detail in Figure 8: Application 
Class Diagram: 
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Figure 8: Application Class Diagram 
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Now the table below shows a summary of the main characteristics of the classes involved 
in the class diagram: 

 
 

CLASS NAME TYPE DESCRIPTION 

TelecaredApplicationMain Application 

It is the main class. It is 
responsible for managing service 

requests and coordinating the 
correct functioning of the 

system. 

TelecaredApplicationIU Graphical Interface 
It is the user’s interface. Thanks 
to it, peers can send and receive 

information from other peers 

DoctorApplicationIU Graphical Interface 

It is the doctor’s interface. 
Thanks to it, users who are 

doctors can request and receive 
information from other peers. 

Doctors never can send an alarm, 
they only can attend it. 

Middleware Middleware 
It is the means of 

communication between clients 
and services. 

Notification Middleware 
It is the responsible to notify the 

application when the event 
happens. 

NotificationListener Middleware It listens if an event chat/alarm 
occurs. 

NotificationReceptor Middleware 
It is the notification instance that 

acts when an event chat/alarm 
happens. 

Conversation Service The service is performed for two 
peers can communicate via chat. 

SendAlarmWorker Client It is the client instance used to 
send an alarm. 

AttendAlarmWorker Client It is a client instance that acts 
when an alarm is received. 

RequestPhotoWorker Client It is a client instance that 
requests a photo to another peer. 

RequestPhotoService Service It is the service to request a 
photo. 

RequestDBioWorker Client It is a client instance that 
requests biometric data. 

RequestDBioService Service It is the service to request the 
biometric data to another peer. 

VoIPService Service It is the service to perform a 
VoIP call. 

VoIPProcessor Middleware It is responsible for processing 
the voice. 

VoIPStatusListener Middleware It is an instance to listen if users 
are receiving voice. 

Table 1: Application Classes 
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7. Implementation Decisions and Issues 

As mentioned above, the developed application architecture is independent of the 
middleware used. In this case, an application prototype was developed with JXTA JSE 
2.4.1b. The correct functioning of the developed middleware in SMEPP will be evaluated 
through the implementation of the described application using the SMEPP meta-language 
and functions embedded in the middleware as soon as the latter is finalised. 
 
The application prototype has been developed in Java. The packages Swing and AWT have 
been used to create the graphical interface. 
 
It has been integrated on a PDA, using JXTA through JXME V2.1.3. The PDA’s JVM is 
J9. J9 needs Windows Mobile 5.0 to operate. 
 
The OSGi architecture has been chosen to be the transitional node between home local 
networks and the Internet. The residential gateway (RG) will behave as a common SMEPP 
node acting as gateway between home networks and external networks [5]. Moreover, 
gateway services, such as home automation, can be used and published as SMEPP services. 
In the same way, the RG could take SMEPP services that could be offered as OSGi 
services or even UPnP services. Finally, home network (managed by OSGi) functionalities 
are improved thanks to SMEPP and home services can emerge to create home 
communities. Also, every device participating in SeguiTel could be connected to the 
SMEPP network, either directly, through its nearest residential gateway or through 
SeguiTel Service provider, assuming they are also running these OSGi/SMEPP bridges. [6] 
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8. Results 

At the moment, the developed application is able to provide some of the services that 
SMEPP offers: 

� Alarm notification to family/friends group: The main panel of the telecared 
user’s application will offer the user the possibility of sending alarms. The user’s 
interface consists of an emergency button. An alarm is automatically sent to the 
appropriate users (the connected peers of a certain group) when the button is 
pressed. In addition, the interface shows the number of contacts available at a 
given moment. Also the telecared user can see who is being alerted and the status 
of the alarms. 

 

 
Figure 9: Alarm Screen 

 
 

On the other side (another peer), the alarm is received and showed to the user. The 
Alarm Incoming interface is showed and an audio signal is generated. 

 

 
Figure 10: Alarm Notification Screen 
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The first user who presses the “Confirm Reception” button will be responsible to 
attend the user, and will see the “Attending Alarm” screen:  
 

 
Figure 11: Attending Alarm Screen 

 
 

The above screen (alarm assistant) shows the identity of the issuer of the alarm and 
the different possible services that could be launched to communicate with. 
 

� Chat: The basic functionality will be a simple P2P chat. 
 

 
Figure 12: Chat Screen 

 
 

� Request Photo: The developed application will allow sending fixed images 
(photo). 
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Figure 13: Request Photo Screen 

 
 

� VoIP: The application can provide VoIP between users within the same group 
thanks to the P2P technology. 

 

 
Figure 14: VoIP Screen 

 
 

� Request Biometric Data: A data file with the user vital parameters can be sent for 
its revision. 
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Figure 15: Biometric Data Request Screen 

 
 

Now, the following step that must be taken is to substitute the JXTA middleware by the 
middleware developed in SMEPP project [7]. In this way, all services offered by SMEPP 
entities, shown at WP3, can be validated; the system will be able to search every group 
registered and join the most suitable one. Furthermore, new devices will be integrated in 
order to get user’s biometric data and security services will be added.
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9. Glossary 
 
ACRO Definition 

ADSL Asymmetric Digital Subscriber Line 

CRM Customer Relationship Management 

EP2P Embedded Peer-to-Peer 

GP General Practitioner (family doctor) 

GPRS General Packet Radio Service 

HAN Home Area Network 

JVM  Java Virtual Machine 

JXTA Juxtapose (Sun Microsystems) 

MANET Mobile Ad-hoc Network 

OSGi Open Services Gateway Initiative 

PAN Personal Area Network 

PDA Personal Digital Assistant (electronic handheld device) 

P2P Peer to Peer 

RG Residential Gateway 

SMEPP Secure Middleware for Embedded Peer-to-Peer systems 

SMS Short Message Service 

SP Service Provider 

UMTS Universal Mobile Telecommunications System 

UPnP Universal Plug and Play 

VoIP Voice over Internet Protocol 

WiFi Wireless Fidelity (IEEE 802.11b wireless networking) 

WiMAX Worldwide Interoperability for Microwave Access, Inc. (group promoting IEEE 

802.16 wireless broadband standard) 

WSN Wireless Sensor Network 
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